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Quick reference

Record your information here:

My username       

My password       

My account number     

SmartSecurity Customer Support 

Phone: 1-877-742-9249

Email: technicalsupport@shawbusiness.ca

DISCLAIMER: 

This user guide is intended to be used only by those with prior networking knowledge. 
Incorrect changes to the SmartSecurity portal can lead to network errors, causing the network 
to go offline, or diminished security levels. If in doubt, contact your local SmartSecurity 
Technical Support Representative at 1-877-742-9249 before making any changes.
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SmartSecurity Overview

This Technical User Guide will walk you through how to get started and how to manage your 
network security on the SmartSecurity Portal. 

SmartSecurity brings to the small and medium sized business market a cloud-managed security 
appliance solution full of enterprise-featured networking and security capabilities. Available in 
three progressively featured packages (Permit, Protect, Remote), SmartSecurity provides three 
purpose-built networks (Private, Guest and Demilitarized Zone or DMZ) all complete with per-
network application and bandwidth management.

SmartSecurity sits at the edge of your network providing perimeter security in addition to a 
next generation firewall/router, and the ability to block or limit bandwidth consumption on 
common internet applications (available with SmartSecurity Permit package). 

Preconfigured Settings within SmartSecurity

With SmartSecurity, the out of the box experience provides three preconfigured networks with 
little to no additional set-up required. For those with more advanced needs, SmartSecurity allows 
additional setting configuration options. You can adjust these settings on the SmartSecurity Portal 
or for additional support, please contact your local Shaw Business Technical Support Representative 
at 1-877-742-9249.

Network Wiring

Shaw Business’s team of installers should leave your premises with all of the wiring in place and 
your network fully running. That being said, if you have other network devices you run, you are 
responsible for the corresponding installation and configuration.

SmartSecurity Package Features Permit Protect Remote

Cloud managed
Access a comprehensive online dashboard to view and manage 
your network. 

Business-grade firewall 
Ensure only the network traffic you want enters or leaves.

Application control 
Set network policies for employees and guests by choosing 
which specific applications are permitted to access  
your system.

Advanced threat protection 
Help protect your business against the latest viruses, malware 
and malicious hackers.

Content filtering 
Choose what types of web content are permitted or denied 
within your network (e.g. gambling, adult content).

Secure multiple locations
Connect multiple offices together and share files safely  
through a secure Virtual Private Network (VPN).

Safeguard remote workers
Provide a secure VPN connection for your remote workers  
to access business files.

ü

ü
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ü
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ü
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üSmartSecurity comes preconfigured out of the box to provide a fully functioning network. Most 
users will find that they only use the online portal for managing their Private and Guest network 
policies and their DMZ.

The portal options available to you depend on the SmartSecurity package you’ve purchased. We’ve 
highlighted the menus you will use most commonly for your configuration activities.  
Caution: Modifying elements in other menus is not recommended, and may not provide you with  
the intended result.

Shaw Internet

Internent
Customer NetworkModem

Smart Security

On top of the standard feature set in the Permit package, the Protect package brings with it  
real-time virus scanning for web traffic (HTTP only); an intrusion prevention system to help deflect 
network and server attacks; a geographic firewall to block communication to/from countries you’d 
prefer to keep out of your network; and a website filtering engine for keeping employees and/or 
guests from looking at content you’d rather they not.

The Remote package includes the features in the Permit and Protect packages as well as Virtual 
Private Network (VPN) capabilities. Create site-to-site VPNs (all sites must have the SmartSecurity 
Remote package) for bridging all of your offices together, and enable the Client VPN for allowing 
remote workers access to the corporate network from almost any internet connection.
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SmartSecurity and SmartWiFi

SmartSecurity can be bundled with SmartWiFi to allow wireless connectivity to your Private 
and Guest networks. This extends the entire SmartSecurity feature set to wireless devices, 
while providing a wireless signal throughout your premises. With the SmartSecurity Permit 
and Protect packages, the Shaw Go WiFi network is also extended to the business premises, 
providing any Shaw Go users instant access to WiFi while at your location (Shaw Go WiFi for 
those with SmartSecurity Remote package is coming soon).

SmartSecurity Network Overview

SmartSecurity’s security appliance sits between your business’s devices and servers and the 
internet. The SmartSecurity appliance is the heart of the network. It manages all traffic coming 
in or going out to the internet and creates and serves IP addresses to all devices and VLANs 
within your network.

Your SmartSecurity appliance comes with a base configuration comprised of three distinct 
networks (subnets) to which all the devices within the network will use. These predefined 
networks are:

 a. Private (for your business network)

 b. Guest (for guests to your business)

 c. Demilitarization network zone or DMZ (for internet facing servers).

While this base configuration will meet the majority of a business’s needs, this configuration can 
be modified to suit the specific requirements of your business. 

SmartSecurity Protect and Remote packages will have malware and intrusion detection features 
enabled at the time of install, immediately adding an extra layer of security to your networks.

The following image shows the preconfigured subnet configuration and how the networks 
interact with the SmartSecurity appliance as well as the Internet.

The following will discuss each of the three pre-defined networks (VLANs) that come with the 

SmartSecurity base configuration.

a. The Private Network

The Private network is where all of your business systems will reside. If you’ve purchased SmartWiFi 
from Shaw Business, connecting to the Private wireless network (Private SSID) will automatically 
put your wireless devices into the Private network where they share the same access rights and 
network policies as the wired business devices (and will be able to print and share files too). 

Most devices are set up to acquire IP addresses dynamically and will receive one from the 
SmartSecurity appliance through DHCP and will be connected to the network instantly. Devices 
requiring a specific IP address (such as printers or file servers) can be further configured in the 
appliance’s DHCP settings. For additional details, refer to the DHCP section. Shaw Business has 
already configured your IP address range for you, but if you wish to change this, you can do so. For 
advanced IP configuration, refer to the section on Addressing and VLANs.

The Private network is purposefully isolated from your guest network and also has rules to prevent 
incoming connections from the DMZ. All of this provides you a protective barrier from malicious 
guest devices or compromised internet servers. DMZ server administration is still possible locally via 
a pre-configured 1-way rule allowing connections from the Private network to the DMZ.

b. The Guest Network

The Guest network is where guests who visit your business can go to access the internet while 
on your premises. This network is most often used over WiFi, and seamlessly integrates with 
SmartWiFi. Joining the Guest SSID automatically puts a guest in the Guest network.

A wired Guest network is also possible, though this requires explicitly changing one of the ports 
on the security appliance to serve the Guest network instead of the Private network. This is an 
advanced setting and requires that an additional Guest switch be attached to the Guest configured 
appliance port (unless you have a switch that can do VLANs). To make this advanced change, please 
refer to the section on Addressing and VLANs: Changing the Port on the Appliance to Serve a 
Different Network.

This Guest network is separate from the other networks in your business, and guests that access 
wireless internet though SmartWiFi are also separate from each other. This prevents a guest with  
a virus from infecting other wireless guests.

Note: if there is a wired guest network set up, devices connected to that network are not  
isolated from each other, opening up the possibility of a guest device infecting another guest  
device on the same network. We recommend only giving access to the wireless guest network 
through SmartWiFi.

c. The DMZ Network

The Demilitarized Zone or DMZ network is where all internet facing servers in your network should 
be housed. Examples of such servers include a website you host from a webserver in your business 
or your email server. The DMZ separates these internet facing servers away from your Private and 
Guest networks, so that those networks are protected from any potential attacks.

To reach your local SmartSecurity Technical Support Representative, call 1-877-742-9249

Shaw Internet

DMZ VLAN75

one way DMZ
management

Private VLAN 1

LAN

Smart Security

Guest VLAN50
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The Online Portal

Accessing the Online Portal 

a. Creating a new account

To create your account, follow these steps:

i.  You will receive an email notification informing you that you have been provided  an 
administrator account for your network. Your username will be the email address  that you 
provided the Shaw Business Sales team. You should receive this prior to on-site installation.
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ii. Within that email there will be a link to set your administrator password.  Click the link.  

 

 

iii. Once you have clicked the link you will be directed to the SmartSecurity Portal to create your 
administrator account password.  
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iv.  Once the password is set you will be able to administer your network security and the 
respective network settings.   

Upon password creation, you will be redirected to the login portal.  This portal can be found at 
http://dashboard.meraki.com. Use your email address and the password you set previously to log 
into the SmartSecurity Portal. 
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b. Accessing the portal if you have SmartWiFi

If you already have SmartWiFi, you can use the same login credentials (username and password) 
from your SmartWiFi online portal to log into the SmartSecurity portal. Both portals can be found 
at http://dashboard.meraki.com.

Once you’ve logged into the portal using your credentials, you can toggle between your SmartWiFi 
and SmartSecurity views by the drop-down at the top of the screen.

ii. Within that email there will be a link to set your administrator password. Click the link to bring up 
the following screen.

iii.  Once you have clicked the link you will be directed to the SmartSecurity Portal to create your 
administrator account password.
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Global Network Settings

These settings dictate how the three preconfigured networks are set up, their IP Space,  
and DCHP settings.

To view and manage your security network settings, proceed to select Security appliance 
-> Configure -> Addressing & VLANs

a. Addressing & VLANs

SmartSecurity is set up with three preconfigured Networks or Virtual Local Area Networks (VLANs). 
This section is where you can change the IP address space used for your subnets, the VLAN IDs, and 
where you can configure your appliance ports to serve specific VLANs.

When you click on Addressing & VLANs, you will see details on the three VLANs: 

1. Private network (VLAN 1 or Private LAN) – the default address space is: 192.168.1.x./24.

2.   Guest network (VLAN 50) - This Guest network will integrate with SmartWiFi add-on as the Guest 
SSID. The Guest network’s default address space is: 192.168.50.x/23.

3. DMZ network (VLAN 75) – the default DMZ VLAN address space is: 192.168.75.x/24.

All of these settings are preconfigured. They should only be changed if you have a specific 
requirement, as certain changes may then require additional changes in other areas of the Portal. 
If changes to the default settings have been made and you wish to restore your network(s) 
back to the preconfigured settings, please contact your local Shaw Business Technical Support 
Representative at 1-877-742-9249 for assistance.

b. Dynamic Host Configuration Protocol (DHCP)

This allows you to configure how IP addresses are handed out on your networks. All devices that 
connect to a network are assigned an IP address, and the IP range as well as DHCP settings can be 
adjusted for each network. You can also adjust fixed IP assignments and reserved ranges here.

Common DHCP Use Cases Include:

•  Reserved IP ranges: Preventing the DHCP server from handing out an IP or a  
range of IPs. This is normally done when the network administrator has chosen  
to “hard code” an IP address on a device instead of getting the IP from the  
DHCP server.

•  Fixed IP assignments: Ensuring a device or devices always get the same IP  
address from the DHCP server. This is a great alternative to reserved IP ranges  
as it provides a graphical and self-documenting method of enforcing fixed  
network IP addresses.

•  Adjusting the DHCP lease time determines how long a computer can be on  
network before it must ask to keep its IP address. Normally, Guest networks  
where devices come and go, often will have short lease times, while Private  
networks where computers rarely leave will have much longer lease times.

How to change the DHCP Range of A Network

Navigate to Security appliance -> Configure -> DHCP
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• Find the network you want to modify on the DHCP page.

• Click on “Add a reserved IP address range.”

•  Enter the range of IPs you no longer wish to be served by the DHCP server. You can enter a single 
IP address as the starting and ending IP if you only want to leave out a single address.

• You can add multiple ranges on a network.

How to Adjust the DHCP Lease Time

• Find the network you want to modify on the DHCP page.

• Click on the drop down next to Lease time.

• Choose a new Lease time from the list.

How to ensure the DHCP Server always gives a device the same IP address

• Find the network you want to modify on the DHCP page.

• Click on “Add a fixed IP assignment.”

•  Enter the MAC address of the device and the IP address you’d like the device to receive  
every time.

• You can add multiple fixed IP assignments on a network.

All of the settings for your Private, Guest and DMZ networks are preconfigured, so they should only 
be changed if you have a specific requirement, such as adding new equipment or if you need to 
modify the IP space for your Private and/or DMZ network. If changes to the default settings have 
been made and you wish to restore your network(s) back to the preconfigured settings, please 
contact your local Shaw Business Technical Support Representative for assistance.

To reach your local SmartSecurity Technical Support Representative, call 1-877-742-9249
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SmartSecurity Packages

SmartSecurity brings to the small and medium sized business market a cloud-managed security 
appliance solution full of enterprise-featured networking and security capabilities. You can choose 
from three progressively featured packages, SmartSecurity Permit, Protect, and Remote.

Note: each package includes the features of the one(s) prior. For example, if you have SmartSecurity 
Protect, you will have access to configure the feature settings for the Permit package as well as 
your Protect package. If you have SmartSecurity Remote, you will have access to configure the 
feature settings for all packages. The diagram below shows the high level features of each of 
the packages.
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The permit package includes the following:

•  Network perimeter security: permit or deny traffic based on access control
statements (by ports, IPs);

• Automatic device firmware and software upgrades included;

•  Control application based traffic across both wired and wireless networks (ex. block 
torrent, gaming, social networks in a few simple clicks);

• Easily set different network policies for employees vs guests; and

• Create a consistent experience for your network users – wired and wireless.
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You can then select which network you wish to administer. The Private link will allow you 
to configure your Private network and the Guest link will allow you to configure your Guest 
network. These options are seen in the portal screenshot below: 

 

 

Managing Your Private and Guest Networks

Within all SmartSecurity packages, you can manage your Private and Guest networks.

To adjust these settings, proceed to Network-wide -> Group Policies and click on the 
Group Policies link.

SmartSecurity Permit Package

You can then select which network you wish to administer. The Private link will allow you to 
configure your Private network and the Guest link will allow you to configure your Guest network. 
These options are seen in the portal screenshot below:
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•  Layer 7 firewall – This is where you can set the specific internet applications your employees 
(users of your Private network) are not allowed to access. Rules can be created to restrict your 
employees from specified activities. Examples of applications that could be restricted are online 
gaming and social media websites. Below is a screenshot of some Layer 7 firewall application 
settings that could be configured:

•  Traffic shaping – This is where you can set parameters for the Internet bandwidth (rate of data 
transfer) usage of applications. Lowering the amount of bandwidth available to a lesser priority 
application can help to ensure your higher priority applications have sufficient bandwidth. For 
example, you may allow your employees to use a certain video streaming website, but could 
choose to limit it to a certain amount of bandwidth per user so that there is still some bandwidth 
left for another important application, such as an online meeting. This is also where you can set a 
global limit to manage the maximum bandwidth available to employees, though this usually isn’t 
necessary. It is likely a parameter you will want to set for your guests, and that will be discussed 
in the Guest Network – Settings section below.

All of the settings for your Private network are preconfigured, so they should only be changed if 
you have a specific requirement, such as adding new equipment or if you need to modify the IP 
space for your Private network. The Layer 3 rules should normally be left as they are unless the IP 
address space used for your VLANs has been changed from the default. To configure firewall rules 
that affect traffic between VPN peers you will need to contact your local Shaw Business Technical 
Support Representative at 1-877-742-9249 for assistance.

If changes to the default settings have been made and you wish to restore your network(s) 
back to the preconfigured settings, please contact your local Shaw Business Technical Support 
Representative at 1-877-742-9249 for assistance.

b. Guest Network – Settings

To adjust configuration settings for the Guest VLAN, proceed to Network-wide -> Group policies 
within the Portal.

From this screen choose Guest. This Guest network comes preconfigured with some base settings 
but additional configuration settings can be made. From this page, you can view and edit the 
following settings:

• Firewall and traffic shaping – This MUST be set to Custom. Please do not change this setting.

•  Layer 3 – This is where a rule is set to separate the guests using the Guest network from the 
other networks. The current rule that is configured doesn’t need to be adjusted unless you 
change the IP address space used by your Private or DMZ networks. Usually, this setting  
is not adjusted.

•  Layer 7 firewall – This is where you can set the specific internet applications your guests are not 
allowed to access. Rules can be created to restrict your guests from specified activities. Examples 
of applications that could be restricted are specific online gaming or social media websites. 
Guests are normally restricted from accessing more applications than your employees.

a. Private Network – Settings

Once on the Group policies page, (as seen in the previous graphic) click on Private. This Private 
network comes preconfigured with some base settings but additional configuration settings can be 
made. From this page, you can view and edit the following settings:

•  Firewall and traffic shaping – This setting MUST be set to Custom. Please do not change  
this setting.

•  Layer 3 firewall – This is where a rule is set to block the guests accessing the Private network. 
The current rule configured doesn’t need to be adjusted unless you change the IP address  
space used by the guests. Usually, this setting is not adjusted.
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•  Traffic shaping – This setting is used to limit the amount of bandwidth allocated to each guest, 
as well as the bandwidth they can use for specific applications. Within these pre-configured 
settings, each guest is already limited to 5 megabits down and 1 megabit up, although you can 
adjust this to give guests more or less bandwidth (look for the 0.0.0.0/0 rule to adjust available 
Guest bandwidth). If you find your guests are using up a lot of your network bandwidth, it will be 
easier to lower the overall per guest bandwidth rather than trying to individually bandwidth limit 
each application a guest may use.

SmartSecurity Protect Package
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The Protect Package brings advanced security features for additional protection of your 
network including:

• Advanced threat protection – Malware detection and intrusion prevention 

 i. Tracks and prevents the latest threats with updates automatically pushed; and
 ii.  Real-time traffic analysis is performed on traffic crossing the network to proactively 

prevent malicious attacks or hackers accessing your network to keep your data safe.

•   Content Control

 i.   Enables the users of your network to enjoy the benefits of the Internet while remaining 
protected from inappropriate or harmful content;

 ii. Automatic cloud-based signature updates; and
 iii.  Control specific geography based traffic. You can easily block or allow traffic from a 

specific country. For example, if you never do business in North Korea, you can easily 
block all traffic going in or out to this country.

1. Threat Protection

The Threat protection page allows you to manage the malware detection settings on the 
SmartSecurity portal. To adjust these settings, proceed to Security appliance -> Configure -> 
Threat protection and click on Threat protection.

To reach your local SmartSecurity Technical Support Representative, call 1-877-742-9249

SmartSecurity brings to the small and medium sized business market a cloud-managed security 
appliance solution full of enterprise-featured networking and security capabilities. You can choose 
from three progressively featured packages, SmartSecurity Permit, Protect, and Remote.

Note: each package includes the features of the one(s) prior. For example, if you have SmartSecurity 
Protect, you will have access to configure the feature settings for the Permit package as well as 
your Protect package.
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Within the Threat protection page, you can view and edit the following settings: 

a. Advanced Malware Protection

This is where you can configure your global malware settings, which are preconfigured when you 
receive SmartSecurity. Malware detection scans unencrypted web traffic while you’re surfing the 
internet in an attempt to prevent the download of viruses and other malicious files.

Malware can be enabled or disabled globally for all networks (so all network traffic would be subject 
to the rules) or at the group policy for the Private and Guest networks. 

Occasionally the Malware feature may block a file or a URL that is deemed safe by the administrator 
(false positive). In that case, you can tell SmartSecurity to allow the download of the content or 
web page by whitelisting the content.

b. Intrusion Detection and Prevention System (IDS/IPS)

This is where you can configure your Intrusion Detection System (IDS) and Intrusion Prevention 
System (IPS) settings. IDS and IPS settings have been configured with a balanced profile.

Intrusion Detection and Prevention work in tandem, where the Detection engine identifies the 
intrusion attempt and the Prevention engine blocks the attempt. Disabling Detection will also 
disable Prevention, but Prevention itself can be disabled while Detection can be enabled and track 
intrusion attempts.

The Detection Ruleset is used to tune the level of detection (and subsequently prevention), and can 
be one of the following:

• Connectivity – focuses on the recent and most dangerous threats, and has 
 the least impact on internet throughput.

• Security – focuses on both recent and legacy threats, as well as threats that  
 are not considered to be very dangerous. It has the most impact on performance.

• Balanced – This is a sensible compromise between the two options above and is the 
 recommended setting.

The IPS may falsely identify traffic as bad when it may not be. You can whitelist specific signatures 
by clicking: Whitelist an IDS signature. Any signatures for which matching traffic has been seen 
by the appliance will appear in the “Select an Option drop-down” so that you can select which 
signature or signatures you wish to whitelist.

Either URLs or IDs can be whitelisted:

•  Whitelisting URLs - Find the URL that was blocked in the Security Center and  
enter it in the Whitelisted URLs section to allow visits to that URL in the future.

•  Whitelisting IDs - For files and other objects that are not URLs, the appliance assigns a unique  
ID. You can see the blocked items in the Event log page. By entering the ID of the object you  
want to allow in the Whitelisted IDs section you can instruct the appliance to allow the  
detected signature, even if the URL is different.

These settings are preconfigured based on recommended settings, so they should only be changed 
if you have a specific requirement. If changes to the default settings have been made and you wish 
to restore your network(s) back to the preconfigured settings, please contact your local Shaw 

Business Technical Support Representative at 1-877-742-9249 for assistance.

Security Center

Security center is where you can go to view the status of threats seen by the Malware and  
IPS systems.

The report provides you with a graphical representation of Malware and Intrusion Detection and 
Prevention events in your network. To adjust these settings, proceed to Security appliance 
-> Monitor -> Security center.
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Changing from the Summary to the Events list shows each security event that happened.

The screenshot below shows a virus being blocked from downloading.

3. Content filtering 

With content filtering, you have the ability to filter web traffic by specific categories or by 
whitelisting or blocking specific URLs. The Security appliance is configured in such a way that you 
will set separate content filtering rules for your Private and Guest networks. The appliance does 
have a global Content Filtering menu, but it will be overridden by the settings on your Private 
and Guest networks. Please avoid making changes at the global level (ie. Please do not make any 
changes in the Security Appliance->Configure->Content filtering menu).

To configure Content filtering settings, navigate to Network-wide -> Configure -> Group policies 
and select the desired network to apply the changes to. You will need to set these rules within  
each network separately.

You can then select which network you wish to adjust. The Private link will allow you to configure 
your Private network and the Guest link will allow you to configure your Guest network. These 
options are seen in the following portal screenshot:

4. Private or Guest content filtering

To adjust configuration settings for the Private or Guest Network, proceed to Network-wide 
-> Configure -> Group policies within the Portal.

From the previous screen choose Private or Guest. From this page, you can view the following 
settings (content filtering options are inside of the red square):
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You can make the following adjustments to this page:

•  Blocked website categories – This setting is set to Override which overrides the global content 
filtering rules. In this section you can pick website categories you don’t want your employees 
or guests visiting. Multiple categories can be chosen in order to build a comprehensive list, and 
categories are constantly updated to reflect the latest websites providing such content.

•  Blocked URL patterns – you can enter specific URLs that you want to ensure are blocked to users 
within the defined network.

•  Whitelisted URL patterns - If you notice that a website you visit is getting blocked, you can 
always set an exception. Simply add its domain name to this whitelisted section and ensure it 
can be accessed.

a. Geoblocking

The security appliance is able to block any in coming or out-going traffic to any specific country 
at the firewall level. These rules are added at the per network level (while it is possible to make 
these changes on the global firewall, they are ignored at the network level, so please avoid making 
changes on the global firewall).

Navigate to Network wide -> Configure -> Group Policies and select the desired network to apply 
the changes to. At the Layer 7 section, choose “Countries” from the Application drop-down and 
select the country from the Countries drop down list.

SmartSecurity Remote Package

The Remote package brings additional connectivity features to SmartSecurity. In addition to all the 
features available in the Permit and Protect packages, with the Remote package you can:

•   Easily connect offices together through a secure network connection and share files or 
content safely;

 i.  Site-to-site VPN - The VPN (virtual private network) auto-configures itself as soon as 
the SmartSecurity appliance device connects to the cloud.

  ii.  Client VPN - Remote employees can connect to the office over a secured connection to 
access files, view security cameras, etc. safely;

  1.  Add or remove access privileges to remote workers via the online 
SmartSecurity portal.

1. Site-to-site VPN

If your business has multiple locations, with SmartSecurity Remote, you can bridge your Private 
network with other offices within your business.

You may wish to have your Private LANs (VLAN 1) at each location connected to each other via a 
Virtual Private Network (VPN).

Shaw Business can do this for you by installing SmartSecurity at each location that wishes to 
participate in the Site-to-site VPN. Shaw Business will help to ensure that the LAN at each private 
location is integrated in the most efficient way.

SmartSecurity will allow up to 10 locations to be VPN connected to each other in a split tunnel 
mesh, ensuring that LAN to LAN traffic traverses the shortest path through the Internet to the 
adjacent site, while Local to internet traffic is never sent through the VPN. Connections to VPN 
services other than those provided by SmartSecurity are not supported.

In order to accomplish this, connected LANs should be in different subnets (ie. different private IP 
address ranges) to ensure that the VPN knows which traffic is for the local subnet and which traffic 
should traverse the VPN. If you require additional sites or changes to your VPN connections, please 
contact your local Shaw Business Technical Support Representative. 
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SmartSecurity Remote Package 

 

The Remote package brings additional connectivity features to SmartSecurity. In addition 
to all the features available in the Permit and Protect packages, with the Remote package 
you can: 

• Easily connect offices together through a secure network connection and share 
files or content safely;  

i. (Site-to-site VPN) The VPN (virtual private network) auto-configures 
itself as soon as the SmartSecurity appliance device connects to the 
cloud.  

To reach your local SmartSecurity Technical Support Representative, call 1-877-742-9249

SmartSecurity brings to the small and medium sized business market a cloud-managed security 
appliance solution full of enterprise-featured networking and security capabilities. You can choose 
from three progressively featured packages, SmartSecurity Permit, Protect, and Remote.

Note: each package includes the features of the one(s) prior. For example, if you have SmartSecurity 
Protect, you will have access to configure the feature settings for the Permit package as well as 
your Protect package. If you have SmartSecurity Remote, you will have access to configure the 
feature settings for all packages.
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All of these site-to-site VPN settings are preconfigured, and at installation, are specially designed 
to integrate with your network. To make any changes, please contact your local Shaw Business 
Technical Representative at 1-877-742-9249.

2. Client VPN

This is where you can enable the Client VPN functionality and allow specified devices or clients 
(e.g. PCs, laptops, tablets) to connect remotely to the Private network in order to access shared 
resources as if the client were in the office.

The client VPN service uses the L2TP tunneling protocol over IPSec, which is a very common 
protocol used to secure VPN connections. It can be deployed without any additional software on 
PCs, Macs, iOS devices, and Android devices, since all of these operating systems natively support 
L2TP/IPSec VPN connections.

For Client VPN, Shaw Business will set up an additional subnet. This subnet is configured in the 
192.168.60.x /24 address range, as it must not collide with other subnets already defined.

If both Client VPN and Site-to-Site VPN are used, the recommended configuration will be that all 
clients are configured to only connect to a single appliance, and those clients can then connect to 
services on other sites from there.

Client VPN can be configured by going to Security appliance -> Configure -> Client VPN

To enable Client VPN, choose Enabled from the Client VPN server pulldown menu.

You can configure the following Client VPN options:

•  Client VPN subnet - this is the subnet that will be used for Client VPN connections. This should 
be a private subnet that is not in use anywhere else in your network. The MX will be the 
default gateway on this subnet and will route traffic to and from this subnet. By default it is 
192.168.60.0/24, and should not be changed unless there is a specific requirement to do so.

•  DNS nameservers – these are the servers that VPN Clients will use to resolve DNS hostnames. 
You can choose from Google Public DNS, OpenDNS, or specifying custom DNS servers by IP 
address. Google DNS is selected by default, and this should not be changed unless there is a 
specific requirement to do so.

•  WINS - if you want your VPN clients to use WINS to resolve NetBIOS names, select Specify 
Windows Internet Name Service (WINS) addresses of the desired WINS servers.

• Secret - this is the shared secret that will be used to establish the Client VPN connection.

• Authentication - this setting must always be Meraki cloud.

Client VPN Authentication

Client VPN uses both pre-shared key based authentication and user authentication in order to 
doubly secure the connection. VPN users are managed through the User Management section at 
the bottom of the page.

Please remember for site-to-site installations to only enable your Client VPN on a single security 
appliance. This greatly simplifies the Client VPN process.

Customer 1
 

Customer 3
 

Customer 2
 

 
Customer 4

The chart below shows an example of 4 private locations of an organization, each with a connected 
LAN to the VPN and unique IP address.
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Advanced Settings

1. DMZ and Forwarding Rules

The DMZ network is where all internet facing servers in your network should be housed. Examples 
of such servers include a website you host from a webserver in your business or your email server. 
The DMZ separates these internet facing servers away from your Private and Guest networks, so 
that those networks are protected from any potential attacks against your DMZ.

All SmartSecurity packages come preconfigured with a DMZ subnet(VLAN 75) – the default DMZ 
address space is: 192.168.75.x/24.

The easiest way to get computers into the DMZ is to change a network port on the security 
appliance to serve the DMZ VLAN (Access Port for VLAN 75) and then connect systems to that port 
(unless you have a switch that can do VLANs). If you only have a single server, that server can be 
wired directly to a DMZ configured network port on the appliance. If you have multiple servers, you 
will need to connect a switch to the DMZ configured network port and then connect the servers to 
the switch. Again, if you own a VLAN capable switch, you can use it to run several networks from a 
single device.

• Name - Enter the user's name.

• Email - Enter the user's email address.

• Password - Enter a password for the user or click "Generate" to auto-generate a password.

•  Authorized for Client VPN - Select whether this user is authorized to use the Client VPN. This 
should always be Yes for VPN users.

•  To edit an existing user, click on the user under the User management section. To delete a user, 
click the X next to the user on the right side of the userlist.

Here is a link to some additional resources on common VPN operating system (OS) configurations:

VPN OS Configuration for commonly used operating systems

You can add a new VPN user by clicking Add new user and entering the following information:

The IP addresses for the servers in the DMZ need to be fixed. As mentioned before, SmartSecurity 
a has built in Dynamic Host Configuration Protocol (DHCP) server. We highly recommend utilizing 
the DHCP Fixed IP assignments option for the DMZ VLAN to give your servers in the DMZ fixed IPs. 
Fixed IP assignments are self-documenting and ensure that you don’t accidentally assign the same 
IP address to multiple computers.

Note: The SmartSecurity Protect and Remote packages feature the added security of the intrusion 
prevention system which looks for attempts to compromise internet facing servers, but an 
unpatched server or an unknown exploit could still allow a server to be compromised by a  
remote intruder.

IP Addresses

After your servers all have fixed IP addresses, you need to set up the rules to forward traffic from 
the internet to your server(s). This is done under the Forwarding Rules (see Forwarding rules section 
below) found on the global Security appliance -> Firewall page (not to be confused with the 
firewall settings you make on your Private and Guest networks or per VLAN level). 

To reach your local SmartSecurity Technical Support Representative, call 1-877-742-9249

Smart Security

VLAN Trunk to 
SmartSecuirty Appliance

VLAN 75: 192.168.75.0/24 VLAN 1: 192.168.1.0/24
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If you have any servers, you almost certainly own at least 1 public static IP address. This public static 
IP will be bound to the security appliance itself, and you can forward requests made to this public 
IP address to servers in your DMZ using the Port Forwarding rules. The Port Forwarding rules require 
that you know the transport protocol/type (TCP or UDP), as well as the port that should be used to 
access the service. For example, the web (HTTP) runs unencrypted on TCP Port 80, so to forward 
web traffic you would need a rule to forward public TCP port 80 to the webserver in your DMZ on 
the port it serves web traffic (which would normally also be 80, though could be another port if 
you’ve configured it that way).

Below is a screenshot of sample forwarding rules for a webserver and email server running in the 
DMZ. You can find this by proceeding to Security appliance -> Firewall.

Using the Port Forwarding rules, you can having multiple servers in your DMZ being forwarded 
from a single public static IP address. The only caveat is that you cannot use the same public port 
and transport combination more than once. For example, if there is a rule for Public TCP port 80, 
you cannot have a second port forwarding rule for Public TCP port 80. If you need to run multiple 
servers on the same public port with the same transport, you will need to acquire a second public 
static IP address.

2. Firewall Settings 

This is where you can set the forwarding rules to forward internet traffic to the servers in your DMZ. 
You may notice some Layer 3 rules set here to keep the DMZ out of your Private network. If you 
would like to adjust your firewall settings for your Guest and Private networks, this is done in the 
Group Policies section for those networks. 

Proceed to Security Appliance -> Configure -> Firewall to make adjustments to your  
firewall settings.

 a.  Layer 3 – Please do not set any Layer 3 rules here. These MUST be set in the Group Policies section 
for your Guest and Office/Private networks. Most rules set here are ignored. Please refer to the 
Managing your Private and Guest networks section for more details.

 b.  Layer 7 - Please do not set any Layer 7 rules here. These MUST be set in the Group Policies 
section for your Guest and Office/Private networks. Rules set here are ignored. Please refer to the 
Managing your Private and Guest networks section for more details.

All of these settings are preconfigured, so they should only be changed if you have a specific 
requirement or if you need to modify the IP space for your Private and/or DMZ network. The Layer 
3 rules should normally be left as is unless the IP address space used for your VLANs has been 
changed from the default. To configure firewall rules that affect traffic between VPN peers you will 
need to contact your local Shaw Business Technical Support Representative at 1-877-742-9249 
for assistance. 

If changes to the default settings have been made and you wish to restore your network(s) 
back to the preconfigured settings, please contact your local Shaw Business Technical Support 
Representative at 1-877-742-9249 for assistance.

c.  Forwarding rules

 The forwarding rules are for forwarding services from the internet most often to servers in the DMZ. 
SmartSecurity does not have any Forwarding rules set up by default.

If you have two (or more) public static IP addresses will need to use the 1:1 or 1:Many NAT options in 
the Forwarding section to take advantage of these additional IPs. These settings let your appliance 
know about the additional public static IP addresses you own and subsequently let you pick the 
forwarding rules for those IPs. It is recommended to use the 1:Many NAT, which allows different 
ports to forward to different servers. In comparison, the 1:1 NAT does not allow different ports to 
forward to different servers, as it’s an inefficient use of a public IP address. Proceed to Security 
appliance->Firewall. Below is a screenshot showing the 1:Many NAT port forwarding to a  
second webserver.
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Port forwarding allows you to direct traffic bound for a specific port and protocol on your security 
appliance to a specific server in your DMZ.

To add a rule, click on “Add a port forwarding rule” and enter the following (you can add  
multiple rules):

•  Description – this is a description of the rule. Enter a name here to identify what type of  
traffic you are forwarding, or what server you are forwarding to.

•  Uplink – this is the physical WAN interface on which the traffic will arrive. Always leave this  
set to Both.

•  Protocol – there is an option here to choose Transmission Control Protocol (TCP) or User Diagram 
Protocol (UDP). You must know which Layer 4 protocol or transport on which the data will arrive. 
Please refer to your server documentation if you are unsure.

•  Public port – this is the port on your security appliance for which traffic from the internet  
has arrived.

• LAN IP – this is the Local IP address to the server in the DMZ to which traffic will be forwarded.

•  Local port – this is the destination port of the forwarded traffic that will be sent from the 
appliance to the specified host on the LAN. This is often the same as the public port, though  
it is not required to be.

•  Allowed remote IPs – this specifies whether remote IP addresses or ranges that are permitted  
to access the internal resource via this port forwarding rule. This should normally be set to  
any unless you have a specific requirement to alter this.

1:Many NAT is the same as port forwarding except it is used when you want to forward traffic from 
an additional public static IP address other than the one bound to the WAN port of the appliance.

To start the process, you click on “Add a 1:Many IP” and define an IP address (you will need to do this 
multiple times if you have multiple public static IPs you want to forward from):

•  Public IP – this is the additional public static IP address that you want to forward from. After 
you’ve defined additional public static IP(s), click on “Add a port forwarding rule” to add 
forwarding rules for a specific IP for 1:Many NAT. You can define multiple port forwarding rules for 
a single IP address.

•  Description – this is a description of the rule. Put something here to identify what type of traffic 
you are forwarding, or what server you are forwarding to.

•  Protocol – you can select either Transmission Control Protocol (TCP) or User Diagram Protocol 
(UDP). You must know which Layer 4 protocol or “transport” on which the data will arrive. Please 
refer to your server documentation if you are unsure.

• Public port – this is the port for which traffic from the internet has arrived.

•  Uplink – this is the physical WAN interface on which the traffic will arrive. This should always  
be Internet 1.

• Public port – this is the destination port of the traffic that is arriving on the WAN.

• LAN IP – this is the local IP address to the server in the DMZ to which traffic will be forwarded.

•  Local port – this is the destination port of the forwarded traffic that will be sent from the 
appliance to the specified host on the LAN. This is often the same as the public port, though it is 
not required to be.

•  Allowed remote IPs – these are the remote IP addresses or ranges that are permitted to access 
the internal resource via this port forwarding rule. This should normally be set to any unless you 
have a specific requirement to alter this.

C.  1:1 NAT – this provides direct mapping between a public and private IP address and is not 
recommended for use as it does not allow different ports to direct to different servers  
in the DMZ.

The forwarding rules require that you know which public static IP addresses you own. If you wish 
to run internet accessible servers on public static IP addresses, you must use the port forwarding, 
1:1 and 1: Many features, if you wish to have SmartSecurity provide security for those servers (you 
are encouraged to maintain active security policies and to apply available security updates on all 
internet facing servers). You can set settings on the following:

A.  Port forwarding – this is used to forward traffic directed to the IP address of the security 
appliance itself. If you own 1 or more public static IP addresses, one of these addresses will  
have to be configured on the WAN IP address of the appliance. Port forwarding would then be 
used to forward traffic bound for that IP. Users with a dynamic public IP address can only use  
port forwarding.

B.  1:Many NAT – this provides port forwarding capabilities to any additional public static IP 
addresses which you may own.
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3. Adding a Switch 

Switches can be plugged into any of the free ports on the security appliance. The solution supports 
both VLAN capable and non-VLAN switches. Switches that don’t support VLANs (which will be the 
majority of switches you would use), can be configured by the security appliance to be in any one of 
the 3 networks that SmartSecurity provides: Private network, Guest network and DMZ. You will need 
to configure switches that support VLANs to tag traffic before it goes to the security appliance. The 
connection between a VLAN switch and the appliance is a trunk. If you have VLAN capable switches, 
you should consult your switch documentation for configuration details. No security appliance 
configuration is required to support VLAN capable switches.

Configuration of the SmartSecurity Appliance for non-VLAN Switches or Computer Systems

Any non-VLAN switch or any computer system plugged into a free port on the appliance will 
automatically be put into the Private VLAN. This is by design, as the most common use case for 
wired networking in the business will be for the internal systems. If you would like a non-VLAN 
switch or even a computer system to be part of a network other than the Private network, the 
appliance requires some minor configuration. First, go to Security appliance -> Configure -> 
Addressing & VLANs

• Look for the section labeled: Per-port VLAN configuration

•  Go down to the Per-port VLAN configuration Section and select the port you wish to connect 
to a different network. Modify the port configuration by clicking the checkbox next to it and 
clicking Edit. You will see this pop up:

•  Modify the port configuration by clicking the checkbox next to it and clicking Edit. You will see 
this pop up:

• Enabled – this identifies the port status. This should always be 'enabled'.

• Type – set the port to 'access'.

•  VLAN – here you can choose the SmartSecurity network you wish this port to serve. The  
Private VLAN is already served by default. As such, you should choose either Guest or DMZ.

Make your necessary changes and click Update Ports. Save your changes to commit them.

The port you just configured will now serve traffic for only that network. You can plug a computer 
system directly into this port, or you can plug in a switch and then connect computers to it.

Please do not set any Layer 7 rules here. These MUST be set in the Group Policies section for your 
Guest and Office/Private networks. Rules set here are ignored. Please refer to the Managing your 
Private and Guest networks section for more details.

4. IP Space

Changing the IP space for a subnet will cause a temporary outage on the router. Also, all firewall 
settings in the global firewall and the firewalls for the Private and Guest networks will need 
to be adjusted. It is recommended that you call your local Shaw Business Technical Support 
Representative at 1-877-742-9249 to have these changes made for you.
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Network Reporting and Monitoring

5. 3rd Party WiFi

SmartSecurity requires the Shaw cable modem to be placed into Bridge mode, as such, WiFi is 
not available on the modem. WiFi can either be added with Shaw’s SmartWiFi or 3rd party WiFi 
equipment can be plugged into the security appliance.

While Shaw does not support 3rd party equipment plugged into the security appliance (e.g. 
switches, routers, 3rd party access points), below you will find recommendations and items to keep 
in mind when opting to use a 3rd party WiFi solution with SmartSecurity.

For the best experience, 3rd party WiFi should be bridged into the network such that WiFi clients 
receive their IP addresses from the security appliance. This will allow communication between the 
wired and wireless network so that a customer’s wireless computers can access LAN resources. 
Failure to bridge 3rd party WiFi will result in a double NAT, which will prevent proper connectivity 
between wired and wireless clients.

It should also be noted that 3rd party WiFi SHOULD NOT be used to create Guest WiFi networks. 
While you can take explicit steps to prevent unauthorized Guest access to your Private networks 
(such as connecting the WiFi equipment to a security appliance Access Port configured for the 
Guest VLAN), not performing these steps or performing them incorrectly may leave them exposed. 
Although a 3rd party router with its WAN interface plugged into an security appliance trunk port will 
be giving WiFi clients IPs in a different space from the customers Private network, WiFi clients will 
still be able to access the Private network through the routers NAT functionality.

If your access points are capable of VLAN trunking, they can be plugged into a trunk port of the 
security appliance. With the correct configuration on the security appliance, this will allow wireless 
clients to receive an IP address in the same VLAN as to the SSID they have connected to. Also, any 
policies configured to the respective VLAN will also apply to the corresponding SSID so that private 
and guests SSIDS will reflect the same policies as set to the respective VLAN.

Lastly ALL 3rd party WiFi allows for reduced credential login to signon.shaw.ca, so it is HIGHLY 
RECOMMENDED that you block this on the correct security appliance VLAN if you do not wish to 
allow access. It should be remembered that VLAN rules on the security appliance also apply to 
wired clients.

1. Checking your SmartSecurity Appliance Status

This gives you a view of how your security device is performing.

To view the configuration settings of your security appliance, proceed to select Security appliance 
-> Monitor -> Appliance status.

From this page, you can view the following settings:

To reach your local SmartSecurity Technical Support Representative, call 1-877-742-9249 ii
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i.  Security appliance identifying information – includes information such as serial number, model, 
tags, and location.

ii.  Configured IP address information - IP address, address assignment method, default gateway, and 
DNS servers assigned to WAN / Internet ports

iii.  The public IP address that is currently being used to communicate with the  
Meraki Cloud

iv. The Dynamic DNS hostname of the appliance

v. Total client data usage in the last day

vi. Link to the appliance event log

vii.  Configuration status information indicating whether the configuration of the appliance is  
up to date

viii.  Configured firmware information indicating whether the appliance is on the latest available 
production firmware, and a link to the page where an update can be performed or scheduled if 
one is available

ix. A graphical representation showing what ports are currently active on the appliance

x.  Historical appliance connectivity and usage data. Click on the specified time frame or on 
the arrows to zoom or pan this performance data to the desired time range. By clicking Edit 
configuration, you can edit the name, notes, tag, and location information for the MX device.

2. Monitoring Your Networks

To view analytics about users on your networks, proceed to select Network-wide -> 
Monitor -> Clients

Once you have selected Clients, you will be able to view a tabulated list of all devices connecting 
to your network and what they are doing while on the network. The information can be filtered by 
various time intervals: two-hour, day, week or month and the table can be sorted by column, by 
clicking on the column name. Note: A client will only appear in the list once they have started to use 
the network.

Definitions of columns:

i.  Status – This shows whether the user is currently on the network or offline. A green wireless icon 
indicates the user is connected to WiFi. A grey icon indicates the user was connected to WiFi 
previously but is currently offline.

ii. Last seen – This displays the last time the user was logged into the WiFi network.

iii.  Pie chart – The pie chart displays a breakdown of the applications that have been used on the 
WiFi network over the selected time period. Hovering your cursor over the pie chart segments 
will display more details. More details about the applications can be viewed by clicking ‘More’.

3. SmartSecurity Summary Report

Summary Report – This page provides a variety of statistics relating to usage. Network–wide  
-> Monitor -> Summary report to view these settings.

From here you will be able to see.

Usage

Top Device by usage

Top applications by usage

iii

iii
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Glossary

Top Operating systems by usage

To reach your local SmartSecurity Technical Support Representative, call 1-877-742-9249

Default Gateway:  Like border security allowing or restricting access between countries; the 
SmartSecurity appliance allows and restricts traffic between other subnets, as 
well as the Internet.

Client VPN:  Client VPN allows remote access to network resources on the LAN. This requires a 
username and password to be set before a VPN connection can be initiated. A remote 
worker accessing the initial network would use a client VPN to gain access.

DHCP: A function where a router gives IP addresses to computers.
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Glossary

Site-to-site VPN:  Connects LANs in several sites together as if it was one large LAN. Taking Shaw for 
example, though the majority of our servers are in Calgary, we can access files on 
our network from any of our branches.

Subnet:  Computers can be grouped together in order to isolate them from other groups  
of computers.

VLAN:  Allows a physical switch to be split up in to multiple virtual subnets instead of building 
separate physical infrastructures for each subnet. 

A VLAN Capable Switch Serving Multiple Subnets from its Ports Switch Trunking Two VLANS to an MX Trunk Port

Port Forwarding:  Redirects network communication from one IP address and port number 
combination to another. Basic routers offer port forwarding, it's usually done with 
a single public static IP address. Advanced routers may offer port forwarding from 
additional public static IP addresses
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DHCP: A function where a router gives IP addresses to computers. 

 

 

Port Forwarding: Redirects network communication from one IP address and port 
number combination to another.  Basic routers offer port 
forwarding, it’s usually done with a single public static IP address.  
Advanced routers may offer port forwarding from additional 
public static IP addresses. 
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Taking Shaw for example, though the majority of our servers are 
in Calgary, we can access files on our network from any of our 
branches. 
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public static IP addresses. 

 
Site-to-site VPN: Connects LANs in several sites together as if it was one large LAN.  

Taking Shaw for example, though the majority of our servers are 
in Calgary, we can access files on our network from any of our 
branches. 
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For customer care and technical support 

Call 1-877-742-9249 
Email inquiries@shawbusiness.ca

Follow us on LinkedIn: linkedin.com/company/shaw-business


